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Abstract: This paper proposes a new Sol#X for KI#2 to enable the support of PDU Set detection and identification for e2e encrypted XRM traffics.
1. Discussion
[bookmark: _Hlk145365979]This PCR is proposed a new solution for KI#2 based on RTP over QUIC to enhance traffic detection and PDU Set information Identification for encrypted XRM in 5G networks: 
[bookmark: _Hlk87257355]-	If and how the 5GS performs PDU Set information Identification in an end-to-end encryption scenario.
2. Proposal
It is proposed to capture the following changes vs. TR 23.700-70.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc148498831][bookmark: _Toc16839382][bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc23254037][bookmark: _Toc146636837][bookmark: _Toc148441189]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>

	#X: RTP over QUIC based Encrypted traffic detection, identification, and QoS flow mapping
	
	X

	
	
	

	
	
	



* * * * Second change (All new text)* * * *
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc148498832]6.X	Solution #X: RTP over QUIC based Encrypted Traffic Detection, Identification, and QoS flows mapping
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc148498833]6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic" and Key Issue #4: "Traffic detection and QoS flow mapping for multiplexed data flows".
[bookmark: _Toc148498834]6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution is proposed to enable the support of PDU Set related handling for end-to-end encrypted traffic using RTP over QUIC (RoQ) [8]. RTP over QUIC allows RTP packets to be encapsulated within QUIC packets via QUIC streams and datagrams to transport real-time data within a QUIC connection for a specific IP flow (represented by IP 5-tuple). 
As shown in Figure 6.X.2-1, the RTP over QUIC uses nest encapsulation that encapsulates RTP packets in QUIC payload. The necessary PDU Set Information contained in the RTP Extension header in [1, X] is encrypted and become undetectable by the 5G network for traffic detection and PDU Set identification. The UDP Option in [Y] is a suitable tool to provide in-band metadata for the encrypted QUIC packet with encapsulated RTP packets.
[image: ]
Figure 6.X.2-1. IP packet with nest encapsulation for RTP over QUIC and UDP Option
The principles of the solution are as follows:
· One QUIC packet can encapsulate one or more RTP packets that share the same QUIC connection and RTP session properties, e.g. media frame type (I/P/B type), QUIC connection and QUIC stream, PDU Set, Data burst, PDU Set Importance.
· Different QUIC streams which are synchronous can be used to transmit RTP packets with different media frame type. 
· The metadata that contains necessary RTP session information includes:
· Correlation ID: a fixed length hash value generated by the application, which is used to associate the QUIC Connection ID that may be changed throughout the lifetime of the QUIC connection.  
· Stream ID: Stream ID or a mapped value of Stream ID contained in the QUIC header of the QUIC packet. 
· Priority of the QUIC stream based on the media properties, e.g. media types, media frame types.
· Timestamp: to provide time instance information of the last encapsulated RTP packet.
· QUIC packet information: includes information of RTP extension header in [X] for the last RTP packet and the following: 
· Number of RTP packets in the QUIC packet
NOTE: the Correlation ID and Stream ID can be generated based on one or more components of the traffic descriptions: IP flows (each is represented by an IP 5-tuple), QUIC connections, and QUIC streams, e.g. to be associated to a specific QoS requirement of an QoS flow. 
· The AF sends AF request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:
· QoS requirement contains PDU Set based QoS parameters 
· Traffic description includes IP 5-tuple.
· Additional traffic description that is included in the metadata
· Transport Connection Correlation ID.
· Transport Connection Associated Stream ID(s).
· Protocol Description: indicate the real-time transport layer protocol applied for the encapsulation layer for user plane traffic over N6 [X].
· Additional Transport layer Protocol Description: indicate transport layer protocol that encapsulates upper layer packets, including: QUIC over UDP, UDP-Option.
· PDU Set Handling List of Stream ID(s) that require PDU Set Handling within the QUIC connection.
Editor’s note:	It FFS whether and how to support multiple media types multiplexed in one RTP session for a QUIC connection. Each media type would require different QoS requirements. 
[bookmark: _Toc148498835]6.X.3	Procedures
[bookmark: _Toc104883128][bookmark: _Toc113426282][bookmark: _Toc117496707]6.X.3.1	PDU Set based QoS handling for RTP over QUIC based encrypted traffic


Figure 6.X.3.1-1: Procedure for PDU Set based QoS handling for RTP over QUIC-based encrypted traffic
The process includes the following steps:
· Step0: PDU Session Establishment procedure (defined in clause 4.3.2.2.1 of TS 23.502 [3]) are performed. A network slice type for XR service can be used for such a PDU Session.
· Step1, AFNEF/PCF:  the AF sends AF request, e.g Nnef_AFsessionWithQoS_Create request as defined in clause 4.15.6.6 of TS 23.502, to the 5GC via NEF/PCF to provide PDU Set based QoS requirement of the End-to-end encrypted media traffic and assistant information for traffic detection, PDU Set identification and marking on the End-to-end encrypted media traffic.  
The AF provided information can be used in determining PCC Rules by the PCF as defined in clause 6.1.3.27.4 of TS 23.503 [3] and for identifying the PDU Set information from the End-to-end encrypted media traffic by the PSA UPF.
· Step2, PCFSMF: based on assistance information and PDU Set based QoS requirement from the AF directly or via NEF, the PCF determines that PDU Set based QoS Handling is to be performed for End-to-End encrypted traffics from a service data flow of an application, the PCF determines the PDU Set QoS Parameters based on information provided by AF and/or local configuration to generates PCC rule(s), containing the PDU Set QoS parameters and assistance information for the media traffic. In Step 2b, the PCF sends PCC rules to the SMF. 
· Step3, SMF: According to the PCC rules from PCF, the SMF performs QoS flow mapping to map a service data flow to a QoS flow, determines a QoS Profile for the QoS Flow, and determines N4 rules including QoS Enforcement Rule with PDU Set based QoS parameters and Packet Detection Rule with assistance information included in Packet Detection Information. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF.
· Step 3a: the SMF sends the N4 rules including QER and PDR with Packet Detection Information to the PSA UPF.
· Step 3b: the SMF sends the QoS profiles and QoS rules containing in the NAS message to the NG-RAN via AMF.
· Step 3c: the SMF sends the QoS rules in a NAS message to the UE via AMF and NG-RAN.
· Step4, AS/AF: the application encapsulates RTP packets in QUIC packets and transmits the QUIC packet with UDP option containing metadata within a QUIC connection containing one or more QUIC streams over N6 interface to PSA UPF. 
· Step5, UPF: When receiving IP packets from Application server over N6, the PSA UPF performs traffic detection based on configured PDR received in Step 3a and PDU Set Identification based on the metadata included in the UDP-Option and the assistance information for the media traffic received from the SMF. 
· Step 5a: based on the PDR with assistance information configured by the SMF via N4 session in Step 3b and the metadata included in the UDP-Option from an IP packet over N6 interface, the PSA UPF can identify a PDU that belongs to a specific PDU Set and performs PDU Set based QoS handling according to QER included in N4 rule.
· Step 5b: UPFNG-RAN over N3: the PSA UPF marks the identified PDU with PDU Set Information in GTP-U header to provide PDU Set Information to the NG-RAN.
· Step6, NG-RAN: Based on the PDU Set Information in GTP-U header, RAN performs PDU Set based QoS handling, and maps the QoS flow to one DRB.
· Step 6a: the NG-RAN transmits DRBs over NR-Uu to the UE.
· Step 6b: the UE maps the received DRBs to the QoS flows based on QoS rules and then forward Downlink packet to XRM application. 
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc148498836]6.X.4	Impacts on services, entities and interfaces
Editor’s note:	This clause captures impacts on existing 3GPP nodes and functional elements.

* * * * Third change * * * *
[bookmark: _Toc148498813]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]	3GPP TS 23.501: “System Architecture for the 5G System (5GS); Stage 2”.
[3]	3GPP TS 23.502: “Procedures for the 5G System; Stage 2”.
[4]	3GPP TS 23.503: “Policies and Charging control framework for the 5G System; Stage 2”.
[5]	IETF RFC 3711: “The Secure Real-time Transport Protocol (SRTP)”, March 2004.
[6]	IETF RFC 6904: “Encryption of Header Extensions in the Secure Real-time Transport Protocol (SRTP)”.
[7]	IETF RFC 9335: “Completely Encrypting RTP Header Extensions and Contributing Sources”.
[8]	IETF draft-ietf-avtcore-rtp-over-quic: “RTP over QUIC (RoQ)”.
[9]	IETF draft-ietf-moq-transport: “Media over QUIC Transport”.
[10]	IETF experimental draft-ietf-avtext-framemarking: “Frame Marking RTP Header Extension”.
[X]	IETF TS26.522: "5G Real-time Media Transport Protocol Configurations".
[Y] 	IETF ﻿draft-ietf-tsvwg-udp-options: "Transport options for UDP".
Editor’s note:	References [8], [9], [10] and [Y] cannot be formally referenced until published as RFC.
* * * *End change * * * *
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